1. A metho<4 of switching between physical 
interfaces on a devioe, the method comprising: 

switching from a. first physical interface on the 
device to a second physical interface on the device based on 
information in an interf aceVedundancy group; 

wherein the informations, in the interface redundancy 
group identifies the first physical interface as a primary 
interface for the device and the seb^nd physical interface 
as a secondary interface for the devic* 

2. TheVnethod of claim 1, wherein the interface 
redundancy groupXincludes information defining the primary 
interface for the ^device and one or more secondary 
interfaces for theNievice. 

3. The methodkof claim 1, further comprising 
detecting an event at ohe first physical interface; 

wherein switching^ is performed in response to the 

event . 

4. The method of clkim 3, wherein the event 
comprises a failure of the fiirst physical interface. 

5. The method of claim 4y wherein the first 
physical interface is associated with a driver and a 
signaling stack, and the failure ofv the first physical 
interface comprises a failure of the\driver and/or the 
signaling stack. 

6. The method of claim 5, further comprising 
monitoring the driver and the signaling soack in order to 
detect a failure of the driver and/or the signaling stack. 



7. The^ method of claim 3, wherein the event 
comprises receipt of a slot failure at the first physical 
interface . 

8. The method of claim 1, wherein, prior to 
switching, the second physical interface operates in a 
passive mode during wjhich the second physical interface is 
dormant . 

9. The method oX claim 1, wherein, prior to 
switching, the second physical interface operates in an 
active mode during which uhe second physical interface is 
communicating over a netwoi 

10. The method of cl^im 1, wherein the first 
physical interface supports on£ or more network layer 
interfaces . 

11. The method of claim ^0, wherein, following 
switching, the second physical interface supports the one or 
more network layer interfaces formerly supported by the 
first physical interface, 



12. The method of claim 1, 
second physical interfaces comprise 
mode (ATM) physical interfaces. 



rein the first and 
:hronous transfer 



13. The method according to claim l\ wherein the 
first and second physical interfaces are resident on a 
oinglc netwoik loutei . - — 
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14. The method of claim 1, wherein, following 
switching, the second physical interface assumes 
responsibilities of the f irst//fflhys>ical interface. 

15. The method of Q#a/LT(h 14, wherein the 
responsibilities include routing and/or bridging functions. 

16. \ The method of claim 1, wherein, following 
switching, t\e second physical interface is configured in a 
same manner as the first physical interface was configured 
prior to switching. 

17. The toethod of claim 1, wherein the device 
includes a third physical interface, and the interface 
redundancy group identifies the third physical interface as 
a tertiary interface* and 

further comprising switching from the second 
physical interface to the third physical interface in 
response to an event . 

18. The method of Vlaim 17, wherein, following 
switching, the third physical interface assumes 
responsibilities of the first\and second physical 
interfaces . 



19. The method of claim j\8, wherein the 
responsibilities include routing aftd/or bridging functions. 



20. A method of swi 
interfaces on a single de 

designating a phys 
high priority physical interface; 




hing between physical 
the method comprising: 
interface on the device as a 



determining if the high priority physical interface 
is available; and 

switching from a lower priority physical interface 
On the device to the high priority physical interface when 
the high priority physical inter/face is available, 



21. The method of cla: 
performed automatically in res! 
interface being available. 



\o, wherein switching is 
3e to the high priority 



22. The method of claim 20, wherein determining 
10 comprises monitoring the high priority physical interface to 
determine if the high priority {physical interface is 
available . 



23. method of switching between asynchronous 
transfer mode ^fa^TM) physical interfaces on a device, the 
15 method comprising^ 

switching frbm a first ATM physical interface on the 
device to a second ATM\physical interface on the device 
based on information in\n interface redundancy group; and 
establishing ATM network layer interfaces over the 
20 second ATM physical interface that correspond to ATM network 
layer interfaces that were established over the first ATM 
physical interface prior to switsning; 

wherein the information in\he interface redundancy 
group identifies the first ATM physical interface as a 
25 primary interface for the device and tn^second ATM physical 
interface as a secondary interface for theSdevice. 
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24. The method of claim 23, wherein the interface 
redundancy group includes information defining the primary 
interface for nhe device and one or more secondary 
interfaces for she device. 

25. The method of claim 23, further comprising 
detecting an event \at the first ATM physical interface; 

wherein switching is performed in response to the 

event . 

26. The method of claim 25, wherein the event 
comprises a failure of the first ATM physical interface. 

27. The method or claim 26, wherein the first ATM 
physical interface is associated with a driver and a 
signaling stack, and the failure of the first ATM physical 
interface comprises a failure of the driver and/or the 
signaling stack. 

28. The method of claim 27, further comprising 
monitoring the driver and the signaling stack in order to 
detect a failure of the driver and/or the signaling stack, 

29. The method of claim 25, wherein the event 
comprises receipt of a slot failure^ at the first ATM 
physical interface . 



30. The method of claim 23, wherein, prior to 
switching, the second ATM physical interface operates in a 
passive mode during which the second ATM physical interface 



31. The method of\ claim 23, wherein, prior to 
switching, the second ATM physical interface operates in an 
active mode during which they second ATM physical interface 
is communicating over a network. 

32. /^Scomputer program stored on a computer- 
readable mediurn^pr switching between physical interfaces on 
a device, the computer program comprising instructions that 
cause a computer to: 

switch from a fiXst physical interface on the device 
to a second physical internee on the device based on 
information in an interface Redundancy group; 

wherein the inf ormationSin the interface redundancy 
group identifies the first physical interface as a primary 
interface for the device and the second physical interface 
as a secondary interface for the devic 

33. The computer program of claim 32, wherein the 
interface redundancy group includes information defining the 
primary interface fipr the device and one or more secondary 
interfaces for the device. 

34. The computer program of claim 32, further 
comprising instruct ionsv that cause the computer to detect an 
event at the first physical interface; 

wherein switching \j.s performed in response to the 

event . 



35. The computer program of claim 34, wherein the 
event comprises a failure of tl\e first physical interface, 



36. The computer program\pf claim 35, wherein the 
first physical interface is associated with a driver and a 



signaling stack, and the failure of the first physical 
interface aomprises a failure of the driver and/or the 
signaling sfrack. 

37. The computer program of claim 36, further 
comprising instructions to cause the computer to monitor the 
driver and the signaling stack in order to detect a failure 
of the driver and/or the signaling stack. 

38. The computer program of claim 34, wherein the 
event comprises receipt of a slot failure at the first 
physical interface . 

39. The computer program of claim 32, wherein, 
prior to switching, the\second physical interface operates 
in a passive mode during\which the second physical interface 
is dormant . 

40. The computer program of claim 32, wherein, 
prior to switching, the second physical interface operates 
in an active mode during whicn the second physical interface 
is communicating over a network 

41. The computer prografh of claim 32, wherein the 
first physical interface supports^ one or more network layer 
interfaces . 



42. The computer program of\ claim 41, wherein, 
following switching, the second physical interface supports 
the one or more network layer interfaces formerly supported 
5 ^isy— trhe— fl-rst— phys±ca±— interface... 
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43. The computet program of claim 32, wherein the 
first and second physical interfaces comprise asynchronous 
transfer mode (ATM) physical interfaces. 



44. The computer program according to claim 32, 
wherein the first and second physical interfaces are 
resident on a single network\ router . 

45. The computer program/bf claim 32, wherein, 
following switching, the secpnd/physical interface assumes 
responsibilities of the f irsp/^iysical interface. 



;10 46. The computer program of claim 45, wherein the 

responsibilities include routing and/or bridging functions, 



15 



47. The\computer program of claim 32, wherein, 
following switching, the second physical interface is 
configured in a skme manner as the first physical interface 
was configured prior to switching. 



20 



48. The computer program of claim 32, wherein the 
device includes a third physical interface, and the 
interface redundancy gfcoup identifies the third physical 
interface as a tertiary \interf ace; and 

further comprising instructions to cause the 
computer to switch from the second physical interface to the 
third physical interface in\response to an event. 



25 



49. The computer program of claim 48, wherein, 
following switching, the third ^physical interface assumes 
responsibilities of the first ani^ second physical 
rmter-f-aees; 



- 20 - 



50. The computer Iprogram of claim 49, wherein the 
responsibilities include routing and/or bridging functions, 



51. A computer program stored on a computer- 
readable medium for switching between physical interfaces on 



a single device, the compute 



instructions that cause a conputer to 



designate a physical 



high priority physical interface; 



program comprising 



Interface on the device as a 



determine if the high 
available; and 

switch from a lowe 
the device to the high pri 
high priority physical int 




52 . The computer pre 
switching is performed automkt 
priority interface being aval 



interface to determine if tl 
interface is available. 



priority physical interface is 

ity physical interface on 
physical interface when the 
ace is available. 



gram of claim 51, wherein 

ically in response to the high 
lable . 



53. The computer program of claim 51, wherein 
determining comprises monitcring the high priority physical 



high priority physical 



54 . A computer ptogram stored on a computer- 
readable medium for switching between asynchronous transfer 
mode (ATM) physical interfaces on a device, the computer 
program comprising instructions that cause a computer to: 

switch from a first ATM physical interface on the 
device to a second ATM physical interface on the device 
based on information in an interface^ redundancy group; and 

establish ATM network layer interfaces over the 
second ATM physical interface that correspond to ATM network 
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layer interfaces that wbre established over the first ATM 
physical interface prior\to switching; 

wherein the information in the interface redundancy 
group identifies the first VrM physical interface as a 
primary interface for the device and the second ATM physical 
interface as a secondary interface for the device . 

55. yThe computer program of claim 54, wherein the 
interface redundancy group includes information defining the 
primary interface for the device and one or more secondary 
interfaces for\the device. 

56. The\computer program of claim 54, further 
comprising instructions that cause the computer to detect an 
event at the f irsu ATM physical interface; 

wherein switching is performed in response to the 
event . \ 

57. The computer program of claim 56, wherein the 
event comprises a failure of the first ATM physical 
interface. \ 

58. The computeA program of claim 57, wherein the 
first ATM physical interface is associated with a driver and 
a signaling stack, and the\failure of the first ATM physical 
interface comprises a failure of the driver and/or the 
signaling stack. \ 

59. The computer program of claim 58, further 
comprising instructions that cause the computer to monitor 
the driver and the signaling staqk in order to detect a 
failure of the driver and/or the signaling stack. 
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60. The computer program of claim 56, wherein the 
event comprises receip\ of a slot failure at the first ATM 
physical interface. 

61. The computet program of claim 54, wherein, 
prior to switching, the Second ATM physical interface 
operates in a passive modfe during which the second ATM 
physical interface is dormant. 

62. The computer piogram of claim 54, wherein, 
prior to switching, the second ATM physical interface 
operates in an active mode dWing which the second ATM 
physical interface is communicating over a network. 

63. The computer program of claim 54, wherein the 
device includes a third ATM phVsical interface, and the 
interface redundancy group identifies the third ATM physical 
interface as a tertiary interface; and 

further comprising instructions that cause the 
computer to switch from the second physical interface to the 
third physical interface in response to an event. 

64. AnSapparatus which switches between physical 
interfaces, the apparatus comprising: 

a first physical interface; 

a second physifc^l interface; and 

a processor whic\executes instructions to switch 
from the first physical interface to the second physical 
interface based on informatics in an interface redundancy 
group ; 

wherein the information irK^he interface redundancy 
group identifies the first physical\nterf ace as a primary 
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interface for the devicevand the second physical interface 
as a secondary interface f*snr the device. 

65. Tne apparatus of claim 64, wherein the 
interface redundancy group includes information defining the 
primary interface for the apparatus and one or more 
secondary interfaces for the apparatus. 

66. The apparatus of claim 64, wherein: 

the processor executes instructions to detect an 
event at the first \physical interface; and 

switching is performed in response to the event. 

67. The apparatus of claim 66, wherein the event 
comprises a failure of the first physical interface. 



68. The apparatus of claim 67, wherein the first 
physical interface is associated with a driver and a 
signaling stack, and the\ failure of the first physical 
interface comprises a failure of the driver and/or the 
signaling stack. 



69. The apparatus of claim 68, wherein the 
processor executes instructions to monitor the driver and 
the signaling stack in order Vo detect a failure of the 
driver and/or the signaling s^ack. 

70. The apparatus of claim 66, wherein the event 
comprises receipt of a slot failure at the first physical 
interface. 



71. The apparatus of claim N 64, wherein, prior to 
switching, the second physical interface operates in a 
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passive mode duripg which the second physical interface is 
dormant . 

72. The apparatus of claim 64, wherein, prior to 
switching, the second physical interface operates in an 
active mode during which the second physical interface is 
communicating over aVietwork. 

73. The apparatus of claim 64, wherein the first 
physical interface supports one or more network layer 
interfaces . 

74. The apparatui^ of claim 73, wherein, following 
switching, the second physical interface supports the one or 
more network layer interfaces formerly supported by the 
first physical interface, 

75. The apparatus o^ claim 64, wherein the first 
and second physical interfaces comprise asynchronous 
transfer mode (ATM) physical interfaces. 



76. The apparatus of claim 64, which comprises a 



&iag-l~e network router. 

77. The apparatus of 
switching, the second physic 
responsibilities of the first 

78. The apparatus c 
responsibilities include rou 



claim 64, wherein, following 
1 interface assumes 
ysical interface . 

claim 77, wherein the 
ing and/or bridging functions 



79. The apparatus or claim 64, wherein, following 
switching, the second physical interface is configured in a 



same manner as the first physical interface was configured 
prior to switching. 

80. The apparatus of claim 64, wherein: 

the apparatus further comprises a third physical 
interface, and the interface redundancy group identifies the 
third physical interface as a tertiary interface; and 

the processor\executes instructions to switch from 
the second physical interface to the third physical 
interface in response t© an event . 

81. The apparatus, of claim 80, wherein, following 
switching, the third physical interface assumes 
responsibilities of the fir^t and second physical 
interfaces . 

82. The apparatus of dlaim 81, wherein the 
responsibilities include rout ingy and/or bridging functions 



83 . An apparatus which switches between physical 
interfaces, the apparatus comprising: 

plural physical interfaces; and 

a processor which execute s instructions to: 

designate a physical interface on the apparatus 
as a high priority physif ^J/interf ace ; 



determine if the 
interface is availab! 



priority physical 



switch from a lo^br priority physical interface 
on the apparatus to the/ high priority physical 
interface when the higq priority physical interface 
is available. 
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84. The apparatus of /claim 83, wherein switching is 
performed automatically in response to the high priority 
interface being available. 



85. The apparatus 
comprises monitoring the 
determine if the high prior: 
available . 



claim 83, wherein determining 
priority physical interface to 
[ty physical interface is 



An apparatus which switches between 
asynchronous transfer mode (ATM) physical interfaces, the 
apparatus comprising: 

a firs\ ATM physical interface; 
a secona\ATM physical interface; and 
a processor which executes instructions to: 

switch \rom the first ATM physical interface to 
the second ATM\physical interface based on 
information in ak interface redundancy group; and 

establish ATM\network layer interfaces over the 
second ATM physical interface that correspond to ATM 
network layer interfaces that were established over 
the first ATM physical interface prior to switching; 
wherein the information in\he interface redundancy 
group identifies the first ATM physical interface as a 
primary interface for the device and theSsecond ATM physical 
interface as a secondary interface for the^device. 



87. The apparatus of claim 86, wherein the 
interface redundancy grroup includes information defining the 
primary interface for the apparatus and one or more 
secondary interfaces for\he apparatus. 
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88. The apparatus of claim 86, wherein: 

the processor detects an event at the first ATM 
physical interface; and 

switching is performed in response to the event . 

89. The apparatus of claim 88, wherein the event 
comprises a failure of the first ATM physical interface. 

90. The apparatus of claim 89, wherein the first 
ATM physical interface is \associated with a driver and a 
signaling stack, and the failure of the first ATM physical 
interface comprises a failure of the driver and/or the 
signaling stack. \ 

91. The apparatus of \claim 90, wherein the 
processor executes instructions to monitor the driver and 
the signaling stack in order to detect a failure of the 
driver and/or the signaling stack. 

92. The apparatus of claim 88, wherein the event 
comprises receipt of a slot failure at the first ATM 
physical interface. \ 

93. The apparatus of claim\86, wherein, prior to 
switching, the second ATM physical interface operates in a 
passive mode during which the second\ATM physical interface 
is dormant. \ 

94. The apparatus of claim 86, \ wherein, prior to 
switching, the second ATM physical interface operates in an 
active mode during which the second ATM physical interface 
io commmiicaLiiig ove r a network. \ 
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